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QoS Assurance & Management of
Large Oracle Database Centers

SIEBEL (CRM)
Proof of Concept




ase
Servers

@ Context
More Data, More Users, More Tools, changing environment...

& Howcanl?

Guarantee SLASs ... Important tasks get served first

Improve QoS ... Reduce response time, accelerate performance

Secure database access ... Comply with regulations

Prevent data leakage... Hide, Scramble, Mask data to both internal & external
users

@ Constraints

Budget & Resources do not always grow..
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Applications

DONT NEED TO

CHANGE DON'T NEED TO
CHANGE
ActiveBase provides a unique, cost effective, non-intrusive platform to :

1. Automate the process of idafeifyifygng penalizing SQL and finflimdjrig¥ages
2. Apply the Fixes in Real-time

3. Implement ‘Business’ POLICIES for adequately managing DataServer activity
by:
BLOCKING performance degrading SQL statements
ASSIGNING in real-time Server Resources to the highe st priority tasks
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‘ End Users
33

ITDevelopers /

QA/DBAs

Application Servers of
packaged applications

( ActiveBase In-line proxy i
Applies SQL Hints / Rewrite on - Masks personal information
application without touching source-code for outsourced support and IT
Redirects report /ad-hoc to Blocks offensive Requests /
replication/history DB SQL injection / CPU risks
Blocks / defers ‘request-from-hell’for Scrambles / Encrypts
safe guarding production confidential & personal fields

h s

& U ; v 4 ‘Allocates Database Server
' ' ‘resources to processes according

g to transaction importance
Tuning Raobot

Manual Operator
Identifies top-SQL requests, Analyzes Server 3 Automatic - Rules

and Benchmarks alternatives with best
Elapsed time, least CPU or least 10
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@ Acts like a network proxy, intercepting application requests
before reaching the databases and applying on them SQL rules

@ Improves application performance where source-code changes
are not possible or in reporting and DW.

@ It also prevents unauthorized/harmful SQL requests
from developers and DBAs accessing production.

(ActiveKnowledge Software: )
Bl, DW and : . Mt Prasigeioe
Annbsations Optimization Analysis. ﬁm&m

Protocol Stack |

SQL*Net
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Application forms
Report servers,
Batches, SQL*Plus

User rules apply SQL optimization
actions on incoming SAL requests

1. Original 5QL: ule Hint Rule optimizing execution plan:
select..from fact_t W Select [*+use_hash...*/..fromfact t

—

2. Original SQL: Rule Rewrite Rule controlling parallelism:
select ..from fact_t —;, Select [*+parallel ...* [..from fact _t

3. Original SQL: Rule Rewrite conditions for using partitioned columns
select ..from fact_t —/p select ..from fact_t
where ...month_num=12... where ...date between 1/12/08 and 31/12/08..

4. Original SQL: ule Block SQL requests when the explain plan
select ..from fact_t —;, includes a scan of more than 100 partitions and

return o message: “Please restrict dates”

5. Original SQL: Rule Redirect requests to a mirror/replication:
select ..from fact_t —;, Select [*+Driving_site ...* [..from fact_t@rep
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Installation and configuration in hours
Ease of Use

Rules defined for different clients/appications
(SQL*Plus/TOAD/DBAIrt815.exe/siebmtshmw.exe)

Protect production performance and QoS levels by blo cking heavy
reports and “query -from -hell” or redirecting it to replication database

Control database access by developers, QA and DBA's  , preventing
negative performance and operational side effects. It blocks offensive,
performance degrading or unauthorized maintenance re guests
appropriately

Improve performance of packaged applications with n 0 access to
source-code, reports and ad-hoc queries by addingS QL hints or using
SQL rewrites

No changes required for applications or database (S QL rewrite)
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P Ac tiveKnowledge Rule Editor

Sesshon For Toad (No Paralel)

aols bo access custorm

Tdentification method Shing s Wildoard Regldar Evpiression

| [ smretitivs

Kesp matcher pegqult

Ther try to match once every | 3500 | seconds per session

Action appbed when identification ocours |Bhdt.
Error message returmed o -
Accessing the customers table is not allowed through development tools!
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=] ActiveKnowledge Rule Editor

File  fAction
B & & £ B & X - = & A
%, Rules -~
example Mame | Statement kwsndypuwwyEm i
= TuningRobot Description
=7 Long Original Time: 52112 miliseconds A
..... Staterment 401bmasfusshiv Improved Time: 1710 miliseconds N
_____ Statement dyitsl 35w ike iCreated by Tuning Robak on: Wed Jan 19 06:56:55 WET 2011 out of 100 alternatives Found Jhos
----- Staterment BSzxlarfxkiml rHakcher
----- Staterment cmksbrxe4a7ke Identify statement by Text
----- Skatement Brougetzeakfz Tesk
----- went Shpcodcfdave SELECT A
""" e T28, CONFLICT_ID, =
----- Statement F2s3wszxmonck T28.LAST_LIPD,
----- Statement gduSpSy=gwzes T25.CREATED,
----- Statement akF770hboyot? TZ8.LAST_UPD_BY, il
""" Shatement 9b9Fg98p2_3qtm Identification method Skring ‘wildcard Regular Expression 1
----- Staternent 6havglsbtjvza
----- Statement gingchdudgwrb Casze sensitive
----- Staternent 4dvalmngsighf
----- Statement Sy3rg7osdg20v
----- Staternent ax903ccTrwnst
----- Statement 26gxms3svbhac
G- Shart Keep matcher result
""" Statement ax303cc7nvnsk Then kry ta match once every IZ' seconds per session
----- Statement 252w 7zvyumgks .
----- Statement Ohok3Fataakes riction
----- Staterent Shpog3cfdaywe Action applied when identification occurs Rewrite
""" Statement Baajlnvtprmays Alternate stabement
SELECT [f*+ CRDERED */ "Tz8"."COMFLICT_ID", "TZ&8"."LAST_UPD", "TZ8"."CREATED", "TZ3"."L ~
AST_PD_EY" , "T28"."CREATED_BY", "TZ3","MODIFICATION_NUM" , "T258"."ROW _ID", "T28""RO =
CIot, "TeE"MUM_PAGE", "TZE"."ACD_CALL_DURATION" , "T17"."RTE_APPR_FLSG", "T10"."SR_T
ITLE", "T14"."BASE_CURCY_CD", "T28"."TARGET_OU_ID", "T14"."LOC", "T14"."NAME" , "T14"."x_
OPT_CUST_GROUP_BSCS", "T14%."%_OPT_MIF", "T14"."¢_OPT_VIP_LEVEL", "T4"."ACTIVE_FLG"," %
“
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Rapid installation and configuration

Automatic collection of performance degrading SQL s tatements
from Oracle AWR (e.g., based on text, program, obje  ct, execution
plan), depending on their execution time and the nu mber of times
they have been executed.

@ Long running SQL requests with average elapse time > 3 sec.
@ Short running SQL requests with average < 3 sec

Analyzed 207 SQL requests using Oracle ‘Hints’ base  d on
parameters in configuration files

Benchmarked +3000 alternatives during 11 days

Created fixing Rules to be imported into ActiveBase
Performance™

Www.ness.com



$%&' (1 )!*
o= )
$%&' (1 )!*
I+ & -,
1C-.(%,
o #

' &%$1-
41. %
D', &
$!#'

) $4))$,
4$()1+
-&HH BSH&H
P&+ &
++. +418&,

-(+! #)

#

o/ #

232
56 6

56 6
232 !
706 8

/3670 9

706 8
232

93

93

19

:9

1H# #

+#

+

# ++#

# 4+

#
o

++

# 14!
Ht

| +++

# |

#I#

+#

#

+

||#!

#'#

" A
+ "+l "+
#"#
+ i
"t
"+ I#
"H# 4+
!
e
"1
-

+#

#

++

Wwww.ness.com



706,352

,682

Original vs. best elapse time alternative (seconds)

800,61

586,521

3,587 335,499

234{?21,416

177,686 178,393

,582 ,649

Rank 1

286,514

17
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Rank 4

Original vs. best elapse time alternative (seconds)
106,737

88,625

52,112 48,954
19,964 20,375
12 6 13 11 10 7

14
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744675

L

461293 461700 461730

Rank 1

2 3 4

1/O Improvements
c16193
493141
385209
5589 228760
53834 75168 65084 8400 87748
0 2165 0 0 0 1032 £g7
o L L{
15 6 8 13 7 17 9 20 14
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CPU Improvements
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0,048 004

Rank 1

Original vs. best elapse time alternative (seconds)

3,763

1,621
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3292

Rank

4

I/0O Improvements

3130 3067

404

12 8
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Ei ActiveKnowledge Rule Editor

File  Action

= B = s X a v B2 & d &
2]
example MName | Staternent 85zx1arfxkiml
TuningRobok Description
- Long Original Tirme: 178393 milliseconds A
----- Staternent 4albmacfuache | | Improved Time: 649 miliseconds : : =
_____ Staternent yitsl «35make Created by Tuning Robot or: Wed Jan 19 11:05:26 WET 2011 out of 100 alternatives found st
..... Sk rMatcher
""" Identify statement by Text
----- Staternent Br3ugetztakiz Text
..... Staternent Shpcg3chdwye :
‘_:ta. =rnent '?:1;-:;‘- .F1mfy_ SELECT
""" Skatement 'Jl'-l."'.'SI'l'j‘;,'T.".-'\".'\'YSI'I' T8 COMFLICT IO,
----- Statermnent F2s3wszxmeonct T6.LAST_UPD,
----- Statement guBpSy xgwzs5 TE.CREATED,
----- Statement atF770RbgySt? T6.LAST_UPD_BY, I
----- Staterment ShAfgasp230tm e :
Identification method P H
----- Statement ahEvalsbtivza LRGN ThEH Orlglnal tlme 178 sec
----- Statement glngchduggveb Case sersitive
----- Skatemnent 4dvalmngsighf I m d 1 m . O 6 9
----- Skaternent 3v3rq75s8020w prove tl e - ] 4 Sec
----- Skatement.ax 303 ooy manst
----- Statement 2Eqxmsasvbhae ot rasil
= Short Keep mateher resy
""" Stakement, 3 303ccTnwnst Then try to match once every | 0 seconds per session
----- Statament 2527 zvyLimghy i
----- Staternent Ohokarataakes s
----- Statement Shpegicfafvye Action applied when identification occurs Rewtite
----- Staternent Baainvkpmas Alkernate skatement
SELECT f*+ RULE ™ "Ta""CONMFLICT_ID", "Te"."L&ST_UPD" , "T6"."CREATED" , "T6"."LAST_URD_BY ol
', TE" "CREATED BY! , "T&","MODIFICATION_NUM" , "TE" "ROW_ID" , "T35"."NAME" , "T35" "CUST 5 =
TAT CD", "T35" "ACCNT TYPE D", "T35"."ASGM USR_EXCLD FLG", "T17"."BULK_PAY_FLS", "T35".
'O _WUM" , "T35" CLIENT FLG", "T35"."CMPT_FLG", "T11""PERSCN_ID" , "T35","BASE_CURCY_CD"
"TA5","BO_CUST_GRP_CD", "T35","CUST_SINCE_DT", "T35"."DUNS_MNUM" , "T30" "KEY_VALUE" , "T3 %
&l il | ~
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Rule Edit

[={ " PT short

Statement FOUFPFCSoxgEn
Statement InigSsqvcZyka

i

Statement 71oxt ez

Statement G6ch2EBhp7hks
Statement 4gz2490adwdin
Statement dyjdaluSgl067
Statement 40807 nSweudak
Statement Sr03djjxz7 309
Statement 7SndxE0j2vp0
Statement cBjpgwvusth7z
Statement Fafccdpt7g7cr
Statement cerd2pI43zctr
Statement 3 7ysdgxadu?

Staktement FzcdwIFu4bng)
Statement Sygdul3518b0w
Statement FgjIafsmy 0L
Staktement cz47ppradzyc
Statement cBjpgwvusth7z

File  action
B ¢ & & B & X | & v % = | 4 @ &
&, Rules
-3 FTlong Mame | Statement drbingwagSzgl
Statement 95bc0amhhigkly Description

Statement SdZ3zzbs3ndzy Original Time; 759 miliseconds ~
Statement SzcAnIaUAtng Improved Time: 304 miliseconds ) o o b
Staterent DgOgFSOFaL Created by Tuning Robot on: Wed Jun 30 22:29:00 WEST 2010 out of Z alternatives found 5

ratcher

Identify staterment by
Text

Teuxk

ART_1_ACTIVIDADE_ID IS MOT MULL AND ROWNUM=1

SELECT DISTIMCT ART_ART 1 ACTIVIDADE 1D, (SELECT PUBLICATION WAIT MINUTES FROM REF_OCTOPU
5_ACTIVIDADE WHERE ID=ART_ART_1_ACTIVIDADE_ID) FROM DIM_DST_OT_CORRELATIONS WHERE ART_

Identification method

Case sensitive

Original time: 0,759 sec
Improved time: 0,304 sec

Keep matcher result

Then try to match once every El seconds per session

rackion

Action applied when identification occurs
Alternate statement

Rerite

TES"
FROM "REF_OCTOPUS_ACTIVIDADE"

HERE "ID" = "8RT_ART_1_ACTIVIDADE_ID" )
FROM "DIM_DST_OT_CORRELATIONS"

SELECT /*+ RULE * DISTINCT "ART_ART_1_ACTIVIDADE_ID", { SELECT "PUBLICATION_WAIT_MINU A

% [

Rule Processing method

Log when rule is applied

Stop if applied
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SLAUEMIENL DRSO R ST
Statement FZs3wszxmonct
Statement guSpSy=gwzss
Statementatf770Rbgyot7
Statement Ab9Fgdsp23gtm
Statement 6havalsbtyza
Statement olrngchdugerb
Staterment 4dvalmngsiabf
Statement 8y3rg7os8gly
Staterent ax903cc 7 rwnst
Statement 2eqxms3svbhos

Short

Stakement ax903cc7riunst
Statement 252w7zyyumagky
Statement OhokIFEEE3kES
Statement Shpcgachdéwwe
Statement 8aa0nvEpmaws

T47 CONFLICT IO,
T47 LAST_LPD,
T47 .CREATED,

T47.LAST_LPD_EY,

il

€

Idertification method

| Case sensitive

Original time: 335 sec
Improved time: 32 sec

- rackion

| kesp matcher restlt

Then try ko match once every IZ' seconds per sessian

Alternate statement

action applied when identification occurs:

Reutite

", "T47"."sR_TITLE",

SELECT [*+ USE_ML(T47) %) "T47" "COMFLICT_ID" , "T47""LAST_UFD" , "T47"."CREATED" , "T47""L &
AST_UPD_BY" , "T47"."CREATED_BY" , "T47". "MODIFICATION UMY, AT ROMW D", UTAT ROW. =
||T23|| "NF\ME" ; T4 "CST OU IDlI i ||T23|| "INTEGRF\TION ID” |I-|-23|| "LOC" -
"T23" "N OPT_NIF", Tog", "AM_NEMAADDR_L" , "T29"."AM_MEWCITY" , "T29"."AM_NEWCOUNTRY" ,

T29", "B _MEWSTATE" , "T2d"."aM_NEWZIF"

'TZ'B" "aM_OLDADDR_DESC", "T29" "aM_OLDADDR 1 %
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Original time: 88 sec
Improved time: 3 sec
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Original time: 0,898 sec
Improved time: 0,404 sec
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¢ ¢ ¢ ¢ ¢ ¢ ¢

¢

¢

Easy, clear and friendly GUI enables concise one-da y training

No code rewrites or data changes required for optimizing incoming SQL
requests

Block harmful requests

Redirect heavy reports to report server instead of production site
Prevent full scans on large tables

Audit sensitive user activities

Optimize long running SQL statements ‘on-the-fly’

Automatic and continuous application performance im provement while
delaying expensive upgrades in HW/SW

Time spent on optimizing SQL’s will be diverted to m ore beneficial purposes

Available for Windows, Linux and Unix platforms
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&

Continue creating more rules for performance degrad ing SQL requests
with AB*Performance to different clients (online an d batch jobs)

Find more complex request to be optimized by Tuning Robot
Use AB*Priority for stabilizing the system

Use AB*Security to prevent leaking personal and sen  sitive information
and comply with regulatory demands (PCI/SOX)
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